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Introduction

Digitalisation increasingly influences all ar-
eas of research, particularly data management
processes such as data generation, accessibil-
ity, and analysis. In the health sector, digital-
isation has led to the rapid growth of digital
health data. For instance, the digital acquisi-
tion of electrocardiograms (ECGs) resulted in
a vast amount of data, exploitable for biomed-
ical research.

Objective

This work aims to provide an overview of the
various sources of clinical data used in re-
search, their access pathways and bottlenecks
encountered throughout the data acquisition
and utilisation process by researchers and
their institutions. While the analysis focuses
on the German context, many of the struc-
tural challenges, workflows, and constraints
described here are shared across healthcare
systems, especially in the European Union,
due to data protection rules.

Methods

Figure 1 provides an overview of three dif-
ferent pathways for accessing clinical data.
These pathways are described in detail below.

Case 1: Data access through employ-
ment

In this scenario, researchers access clinical
data through the hospital network, as employ-
ees are typically granted access to relevant in-
ternal data systems.
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Figure 1: Schematic overview of clinical data
sources and access pathways for researchers.
Case 1 illustrates data access as a hospital em-
ployee, Case 2 through open data, and Case
3 via another hospital. In Case 3, two access
pathways are shown: through a data shar-
ing agreement or a Data Integration Centre
(DIC). Coloured icons indicate different ac-
cess modalities, such as virtual private net-
work (VPN) access, direct data download, on-
site data use, or indirect data use within a
federated learning setup.

Case 2: Data access via open databases

Open-access platforms such as PhysioNet [1]
host anonymised clinical datasets that are
freely available to researchers. Some datasets
can be accessed without additional require-
ments, while others may require registration
or proof of ethical training.

Case 3: Data access through another
hospital

Accessing clinical data from another hospi-
tal can occur in two main ways: (a) through
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a data sharing agreement or (b) via a Data
Integration Centre (DIC). In case (a), the
mode of data sharing may vary. Researchers
might gain direct access via VPN, down-
load anonymised or pseudonymised data, use
the data only on-site at the hospital, or ac-
cess it indirectly through federated learning,
where machine learning models are trained
collaboratively without transferring the un-
derlying data [2]. In case (b), the DIC acts
as a fiduciary and provides researchers with
pseudonymised datasets, thereby facilitating
access to large and diverse data collections
while maintaining compliance with data pro-
tection regulations.

Results

In the scope of the DiTraRe (Digital Transfor-
mation of Research) project, we investigated
three data access pathways.

Case 1: Data access through employ-
ment

Researchers employed by a hospital can access
clinical data through the internal network.
Access is limited to the institution’s data and
computing resources. Additional or external
datasets require other pathways. This ap-
proach typically requires moderate time and
minimal additional financial resources if staff
are already employed.

Case 2: Data access via open databases

Open-access databases such as PTB-XL [3,4]
and MIMIC-IV [5] provide anonymised clini-
cal datasets that can be accessed directly or
after registration and training. This path-
way is fast and inexpensive, but may not
meet highly specific data or metadata needs.
Main bottlenecks include dataset availability,
quality, and confidentiality, which can prevent
some data from being openly published.

Case 3: Data access through another
hospital

Access via another hospital can occur through
(a) data-sharing agreements or (b) a Data In-
tegration Centre (DIC). We found that data-
sharing agreements, which require ethics ap-
proval, often do not provide the most conve-
nient or efficient form of data access, and are
further complicated by limited interoperabil-
ity between systems, which hinders the inte-

gration and reuse of datasets.

When access is provided via a Data Inte-
gration Centre (DIC), researchers first ob-
tain ethics approval (votum), after which the
DIC exports the data in an organised and
pseudonymised format. While this allows se-
cure access to larger datasets and fosters in-
teroperability, it is resource-intensive: per-
sonnel capacity and communication within
DICs can slow processes, and some DICs op-
erate with small teams. The primary bottle-
neck in this case is therefore the communi-
cation flow and available personnel capacity
within the respective DICs.

Discussion

Each data access pathway offers distinct ad-
vantages and limitations. Employment-based
access provides comprehensive internal data
at moderate cost but is limited in scalabil-
ity across institutions. Open databases al-
low rapid, low-cost research while ensuring
privacy compliance, but are constrained by
scope, specificity, and dataset quality. Access
via other hospitals or Data Integration Cen-
tres (DICs) enables external validation and
access to larger datasets but involves higher
time and personnel demands as well as ad-
ministrative bottlenecks.

DIC-based access holds significant potential
for researchers, particularly when no suitable
open dataset exists. In Germany, around 40
DICs have been established. However, the
primary bottlenecks are communication flow
and available personnel capacity, highlighting
the importance of sufficient staffing and or-
ganisational support.

To advance data-driven biomedical research,
future efforts should focus on simplifying
and accelerating ethical and legal proce-
dures. Furthermore, DIC capacities should be
strengthened through adequate institutional
and governmental support. Finally, promot-
ing interoperability via harmonised data for-
mats enables integration across hospitals and
datasets, improving data reuse and analysis.

Clinical data access pathways vary in scope,
efficiency, and resource requirements, and rec-
ognizing these differences is key to planning
and conducting data-driven biomedical re-
search effectively.
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