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Introduction

Security Operations Centers (SOCs) play a
vital role in the security landscape by prepar-
ing for, detecting, and responding to cyber-
security threats and incidents in organiza-
tions. In light of evolving regulatory frame-
works, however, SOCs face the challenge of
maintaining fast and effective incident de-
tection and response while ensuring compli-
ance with increasingly complex EU regulatory
frameworks such as NIS2, the Cyber Solidar-
ity Act, and the GDPR. SOCs must main-
tain operational agility in incident handling
while fulfilling legal mandates, ensuring that
compliance is not merely a box-ticking exer-
cise but also improves overall cyber hygiene
across enterprises. At the same time, collab-
orative cybersecurity is crucial for building
resilience against evolving cyberattacks, en-
abling secure threat intelligence sharing and
coordinated incident response across sectors
and borders. However, achieving this collabo-
ration is increasingly challenging due to strict
privacy, confidentiality, and data sovereignty
requirements. According to a survey among
Chief Information Security Officers conducted
by the European Cyber Security Organisa-
tion (ECSO), medium- and small-sized com-
panies have been impacted the most by inte-
grating compliance requirements with techni-
cal security measures [1]. In relation to this
work, the European project SAPPAN (H2020
833418) [2], as a previous initiative in this
domain, proposed a reference architecture [3]
for the exchange of cyber threat intelligence
(CTI) and automation. However, the SAP-
PAN architecture lacked the compliance-level
perspective in terms of auditability and trace-
ability now required under NIS2. This work
takes a first step toward bridging the gap be-
tween regulatory compliance and technical se-

curity in SOC collaboration, exploring how
SOCs could achieve operational compliance
within this framework.

Objective

For collaborative security operations in threat
detection and response, the objective of this
work is to guide practitioners in building a
Compliance Orientation Layer (COL) lever-
aging the SAPPAN architecture [3]. This
layer serves as the bridge that overlays and
connects existing and advanced SOC func-
tions, including detection, response, automa-
tion, and collaborative CTI sharing.

Methods

First, our methodology considers a gap anal-
ysis of the SAPPAN architecture from the
NIS2 compliance perspective, followed by a
mapping of identified gaps to technical com-
ponents in the SAPPAN architecture. In
this architecture, the key technical compo-
nents most relevant for NIS2 compliance are
as follows: an automation engine, a case man-
agement system, a recommendation system, a
data sanitization and transformation module,
and a user dashboard.
In line with Articles 20, 21, 23, 29, 30, 32 and
33 of Directive (EU) 2022/2555 (NIS2) [4], we
identified the following key requirements that
could be addressed or supported by integrat-
ing the COL into the SAPPAN architecture:

R1: Cybersecurity risk-management mea-
sures (Art. 21): Entities must implement
relevant technical and organizational mea-
sures to manage cybersecurity risks. This in-
cludes establishing security policies, conduct-
ing systematic risk assessments, enforcing ac-
cess control and secure configuration, ensur-
ing network and service continuity, and man-
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aging vulnerabilities. These measures must
be continuously evaluated and updated to
maintain an effective cybersecurity posture.
R2: Timely and structured incident report-
ing (Art. 23): Entities must detect, classify,
and report significant incidents to competent
authorities in line with fixed notification time-
lines. R3: CTI sharing (Art. 29 and 30):
Entities are encouraged to share CTI between
each other and with relevant actors. However,
due to the sensitive nature of the informa-
tion, measures have to be taken to limit the
exposure of shared information only to the
degree necessary. R4: Accountability and
Traceability (Art. 20, 32, and 33): Main-
tain audit logs and decision records linking
detection, response, and reporting activities,
with management oversight ensuring regula-
tory compliance. These can be shared with
the auditing bodies when necessary.

Introducing the COL as a policy-driven con-
trol and evidence engine that interfaces with
technical components of the SAPPAN archi-
tecture can aid human operators in monitor-
ing the compliance process while also allow-
ing to automatically aggregate the required
information from the other components. This
could, for example, be realized by mapping
the regulatory requirements to technical mea-
sures and by allowing to keep track of which
risk-management measures are in place. Ad-
ditionally, automated workflows for struc-
tured reporting, privacy-preserving CTI shar-
ing, and audit log generation could benefit
from the aggregation capabilities of the COL.

Results

The SAPPAN architecture provides a ba-
sis for sharing CTI associated with different
stages of the incident detection and response
process. To extend this framework to con-
sider the regulatory perspective, we propose
to utilize the defined technical components to
implement NIS2-mandated tasks in line with
their purpose in the architecture. Addition-
ally, the COL can be used to aid human op-
erators in following NIS2-compliant processes
and to coordinate the collection, archiving
and transmission of data relevant for NIS2
compliance. This data can serve as means
to demonstrate compliance of the organiza-
tion with regulatory requirements by incorpo-
rating traceability and accountability into the
incident detection and response process (R4).

However, respective care has to be taken when
implementing this component to ensure these
properties. The integration of cybersecurity
risk-management measures (R1) affects all
technical components of the architecture, pos-
ing requirements on their realization. Fur-
ther, exclusively organizational measures are
outside the scope of the technical architec-
ture. The COL can help in this regard by
providing a list of common risk-management
measures, by keeping track of which measures
have been implemented in the organization,
and when the measures have been last eval-
uated. Timely and structured incident re-
porting (R2) primarily affects the automa-
tion engine, case management system, and
recommendation engine of the SAPPAN ar-
chitecture. Requirements like reporting time-
lines need to be considered when modeling ac-
tions that should be automated or suggested
to human operators. This may come with
increased effort for adjusting old workflows
and decision-making rule sets to comply with
new requirements, but recent work showed
how the structured reporting for NIS2 com-
pliance can be automated [5]. The require-
ment of suitably dealing with personal and
other sensitive information (R3) can be ad-
dressed by the data transformation and san-
itization module in the existing architecture.
As this module deals with both normalization
and sanitization of data, national authorities
may impose more specific requirements for
sharing data with them in terms of formats
and filtering rules.

Discussion

Requirements R2 and R3 can be realized by
technical components of the SAPPAN archi-
tecture. Further, requirement R4 could be
addressed by the integration of an additional
component, the COL, which ideally is con-
nected to the architecture’s recommendation
system and user dashboard to allow human
operators to oversee the compliance status.
Requirement R1, however, affects all techni-
cal components within as well as organiza-
tional measures outside the scope of the SAP-
PAN framework. Covering it hence requires
additional means, most suitably by imple-
menting technical standard frameworks like
NIST CSF, ISO 27001, CIS Controls, or IEC
62443, depending on the domain [6]. It thus
remains open which specific risk-management
measures are sufficient for NIS2 compliance.
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